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Abstract

The goal of the Authorization Interoperability activity is providing interoperability between
middleware and authorization infrastructures. This is achieved by designing and implementing an
authorization protocol common to OSG VO senvices, EGEE, Globus, and Condor. This protocol is
based on the SAML profile of XACML v2.0 [XACML]. The C library that implements the profile is
provided by the Globus Toolkit security group; the JAVA library by the SWITCH group of the
EGEE project. The EGEE project has evolved into the Distributed Computing Infrastructure (DCI)
called EGI and the Technology Providers (TP) EMI and IGE.

The authorization protocol is used by Policy Enforcement Points (PEP), i.e. resource gateways, to
interact with Policy Decision Points (PDP), i.e. repository of authorization policies. For each
access request, the PDP informs the PEP on whether access is granted or denied and the
conditions to be enforced if access if granted. These conditions are expressed in the form of
XACML Obligations and are the mechanism to restrict privileges at Grid resources.
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1. Introduction

This document provides the specifications of Subject, Action, Resource, Environment, and
Obligation attributes common to our groups. The attributes that we describe are commonly found
and used in Grid scenarios; however, some of the attributes are implementation-s pecific and may
be of significance only to a specific group, project, or software.

The authors acknowledge that some of the choices are not applicable to all authorization use
cases. We do not exclude the possibility to update and extend these use cases, but, at this time,
our focus is towards our production Grid infrastructures. The document focuses on X 509, VOMS,
and POSIX-related credentials. For these reasons, this should be considered as an “experience”
or “best practice” document to inform the community on the characteristics of an authorization
profile that has worked in production since 2008. Considerations on how to upgrade this
document are discussed in the “Upgradeability” section.

The profile described in this document has been implemented in GUMS [GUMS], SCAS [SCAS],
SAZ [SAZ] and their client tools/middieware. These implementations and this profile have been
used as a reference for developing the profiles used in Argus.

2. Notational Conventions

The key words ‘MUST,” “MUST NOT,” “REQUIRED,” “SHALL,” “SHALL NOT,” “SHOULD,”
‘SHOULD NOT,” “RECOMMENDED,” “MAY,” and “OPTIONAL” are to be interpreted as
described in RFC 2119 [BRADNER].

3. Security considerations

The protocol is intended to be used as a standardized means of requesting an authorization
decision from a resource to an authorization service. The XACML version 2 document describes
these roles as a Policy Enforcement Point (PEP) and Policy Decision Point (PDP).

The expected response from the PDP is a binary decision to “Permit” or “Deny” access to the
requested resource. An XACML response with value “Indeterminate” or “Not Applicable” MUST
be treated as a “Deny”. In the case where the requestor is allowed access to the resource the
PDP MAY return XACML Obligations. All returned Obligations MUST be fulfilled by the resource
that had sent the request. In the case where intermediate services are placed between the
resource and authorization service then they MAY fulfill parts of the response.

A decision returned from an authorization service to a resource could result in a persistent
allocation, for example the allocation of one account from a pre-configured limited account pool.
An attack could use this effect to its advantage in the form of a denial of service attack. The
impact of a denial of senice attack is greatly dependent on the type of resources which was
depleted.

To avoid easy replay attacks and message insertion and/or modification, the communication
between the resource and authorization service MUST take place over an SSL-encrypted
transport protocol. To ensure that the right resource and/or user is sending a request, the SSL-
encrypted transport protocol MUST comply with RFC2818 (HTTP-over-TLS) and the client MUST
authenticate the authorization service. The service MUST authenticate the client by presenting its
End-Entity-Certificate or an RFC3820 (Internet X509 Public Key Infrastructure (PKI) Proxy
Certificate Profile) proxy certificate. The service MAY authorize the requestor by the credentials it
presented during the SSL/TLS-handshake. An unsuccessful SSL-handshake MUST be handled
as if the XACML layer resulted in a DENIED statement.
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4. Upgradeability

This document describes a profile for authorization assertions targeting multiple resource types,
such as computing elements, storage elements, and worker nodes. Such resources are
controlled by resource gateway software, or policy enforcement points (PEP e.g. Globus
gatekeeper, SRM, etc.). According to the XACML model, the PEPs are responsible for contacting
a policy decision point (PDP) at the site and enforcing its authorization decisions.

In this section we discuss how we recommend addressing the problems of resource gateway
upgrades and of profile upgrades.

4.1. Resource Gateways Upgrades

With the variety of PEPs discussed above and considering that the typical size of modern
deployments consists of several hundreds nodes within a single administrative boundary, it is
unavoidable that resource gateway software at a site will be upgraded at different times. This
presents the following problem.

We foresee that the upgraded gateways will be able to enforce different / finer-grained
authorization constraints, or “obligations”, from the site PDP, while the older gateways won't be
able to even understand such constraints. The XACML model, however, requires that a PEP
must reject the authorization request, if it does not understand one of the obligations from the
PDP. How can we allow a PDP to return the finer-grained obligations to the upgraded PEPs,
which understand them, and to return old obligations to the old PEPs?

In this profile we provide the following solution. PEPs can communicate to the PDP the list of
obligations that they understand, via the attribute SupportedObligations from the XACML
environment request context. Such a list can be considered by the PDP as advisory on the PEP
capabilities, thus allowing the distinction between old and upgraded resource gateway software. If
new PEP software is backward compatible, this mechanism allows resources and PDPs to be
upgraded at different times. More details of this attribute are discussed in the Environment
section.

4.2. Profile Upgrades

We envision that this profile will evolve with time: new resources, actions, and subject attributes
will be inevitably added to address new needs for access authorization. In order for the
implementations of this profile to maintain their properties of interoperability within our group, we
recommend the following practices:
Attributes and obligations can be added to this profile, upon discussion within the group
Attributes and obligation SHOULD NOT be removed from this profile, unless expressly
agreed by the group. Removing attributes and obligations has potentially more disruptive
consequences than adding new ones
PDPs that implement the old profile, will ignore new attributes
PDPs that implement the new profile should not require new attributes in order to return
old obligations. The SupportedObligations attribute from the PEP can guide the choice of
a compatible set of obligations to return.
PEPs that implement the old profile should not be affected if the PDP is backward
compatible and uses the SupportedObligations attribute from the PEP.
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PEPs that implement the new profile are recommended to maintain handlers for old
obligations, in order to avoid authorization rejections due to unknown (old) obligations.
Each PEP implementer will have to decide how backward compatible the PEP should be.
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5. Namespace
The following sections discuss the Attribute Namespace for this profile.

5.1. Attribute Namespace

This section describes the prefixes used for both URL and URN namespace styles for the
authorization interoperability activities. All the attributes introduced by this profile are in URL
notation. The profile still uses URN notation for those attributes considered standard, such as
urn:oasis:names:tc:xacml:1.0:resource:resource-id .

Each attribute described in this document has an associated attribute name (attribute-id or
obligation-id). This name needs to be concatenated with the following prefix when implementing
this profile.

URL root prefix: “http://authz-interop.org/xacml”

This namespace prefix is meant to be generic and not limited to the Grid-related use cases
described in this document. People interested in using this namespace for use cases external to
this document should contact David Groepl, owner of the “authz-interop.org” namespace, or send
email to privilege_project@fnal.gov .

5.2. URI choice: URN vs. URL

In the previous section, we define a namespace for the authorization interoperability activties in
URL notation. Nevertheless, we acknowledge that both URL and URN notations present
advantages and disadvantages.

A URN style namespace is preferred for reasons of compatibility with standards bodies like
OASIS and IETF; however, using a URN requires the formal registration of the namespace with
bodies like IANA. This approach has been considered for the medium to long term for web -wide
standardization of the Grid use cases described in this document. After 5 years using this profile
in production environments, though, the need for introducing URN notation never materialized
and was dropped from the profile.

A URL style namespace is preferred because it does not require the registration of a namespace
with any standardization body. The uniqueness of the namespace is derived by the uniqueness of
the domain name. Moreover, additional services for XML schema resolution and location can be
established at the registered domain. For example, both OGF and W3C support direct mapping
and resolution of registered XML infoset schemas into URLs. Infoset namespace is described in
GFD.84, which also specifies the schema repository and service location as
http://schemas.ogf.org/.

David Groep, Nikhef, Science Park 105, 1098XG, Amsterdam. Email: davidg@nikhef.nl
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6. XACML Request

The following sections define the authorization interoperability attributes for the XACML request
message. It defines attributes for the subject, action, resource, and environment contexts.

In general, unless otherwise noted, the attributes in the request and response are expected to
hold only one value (e.g. “subject-x509-id”). Should the message hold more than one value, the
system will only use the first of the list, ignoring all subsequent ones. The profile assumes that all
the attributes send in a request message are verified and authenticated by the client tools before
being used in the authorization request.

6.1. Subject

A PEP uses the subject contexts to declare for what entity the authorization decision is
requested. The subject section in the request message contains multiple attributes. Each attribute
is given a name or identifier, a datatype, and a value. The types are chosen from the available
datatypes in the XML Schema [XMLSchema].

The subject attributes are used to determine an authorization decision, but not all attributes in the
subject section need to play a role in the decision. All attributes MUST be present in the request,
if the information is available when composing the request; PDPs consider attributes that are not
present in the request as having a null value.

If subject-condor-canonical-name-id is present, the other attributes do not need to be present.
Note: in some of the attributes, we chose to add the prefix “subject-“ to the name (e.g. subject-
x509-id) to underline the context of the attribute in the name itself. Despite the fact that this is
redundant since these attributes are in the <subject> context, we found that this clarified our
verbal communication.

6.1.1. Namespace Prefix Expansion
By concatenation with the URL root-prefixes, the namespace prefix of subject attributes is
expanded to the following prefix:

URL based namespace prefix: <URL root prefix> + "/subject”

The namespace of each of the following attribute-ids is derived by concatenating this prefix with
the given attribute-id name.

6.1.2. Subject-x509-id

This attribute holds the Distinguished Name (DN) of the user. This DN is the subject extracted
from the user’s certificate. This attribute is implicitly linked in this profile with subject-x509-issuer
attribute. The datatype of this attribute is a string, to accommodate the OpenSSL one-line
representation of slash-separated Relative Distinguished Names.

We acknowledge that the most commonly used representation for this attribute is the X500
datatype; however, we decide not to use it because the slash-separated representation is the
de-facto standard in our environment. Tools and services are free to support the subject-x509-id
as X 500 datatype besides the OpenSSL online representation. In that case the Datatype MUST
be set to X509Name.

ID: subject-x509-id

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/subject-x509-id
XACML representation example:
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<Attribute
AttributeId="http://authz-interop.org/xacml/subject/subject-x509-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#string" >
<AttributeValue>/0O=dutchgrid/O=users/O=nikhef /CN=Oscar Koeroo</AttributeValue>
</Attribute>

6.1.3. Subject-condor-canonical-name-id

This attribute is specific for the authorization call -out implementation of the HTCondor [HTCondor]
system. This attributes holds the identity of a user in the HTCondor system and will be handled by
the authorization call-out system as an opaque identifier i.e. it will be interpreted only by the
HTCondor system. The representation is similar to an email address and it is treated in this profile
as of type String. This attribute is used in the context of the condor system to obtain, typically, a
UID/GID or Username obligation. When this attribute is used, the other attributes do not need to
be present. Vice versa, when this attribute is not used, the other attributes MUST be present, if
known when composing the authorization request.

Requests containing a subject-condor-canonical-name-id MUST use the WN resource type and
the “execute-now” action.

ID: subject-condor-canonical-name-id

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/subject-condor-canonical-name-id
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/subject-condor-canonical -name-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributevValue>condor@fnal.gov</AttributevValue>
</Attribute>

6.1.4. Subject-x509-issuer

This attribute holds the Distinguished Name (DN) of the CA that signed the end entity user
certificate. This DN is extracted from the user’s certificate and it is implicitly linked to the subject-
x509 attribute-id. The datatype of this attribute is string, for the same reasons argued in the
Subject-x509-id attribute.

ID: subject-x509-issuer

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/subject-x509-issuer
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/subject-x509-issuer"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>/C=NL/O=NIKHEF/CN=NIKHEF medium-security certification auth
</AttributevValue>

</Attribute>

6.1.5.VO

This attribute holds the name of the first user Virtual Organization (VO) found in the set of
attribute certificates. The user is requesting authorization in virtue of her membership to this VO,
project or community. There are two methods for extracting the VO name from an Attribute
Certificate (AC): (1) from the “VO” attribute of the VOMS AC; (2) from the left-most slash-

10
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separated portion of the Fully Qualified Attribute Names (F QAN) [FQAN] attributes. This attribute
contains the name extracted from the VO attribute of the AC (method 1).

From our experience multiple simultaneous VO usage has not observed the use case. All the VO
specific attributes in VOMS (more of these will follow in the document) are describing the top VO
which is represented explicitly in the VOMS-PRIMARY-FQAN attribute. The VOMS FQANs from
all the potentially conveyed VOs MAY be expressed in the VOMS-FQAN attribute.

ID: vo

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/vo
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/vo"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributevValue>gin.ggf.org</Attributevalue>
</Attribute>

6.1.6. VOMS-signing-subject

VOMS-signing-subject holds the DN of the VOMS senvice that signed the first Attribute Certificate
in the user credentials. It is extracted from the “issuer” attribute of the VOMS AC and is implicitly
linked in this profile to the VOMS -signing-issuer attribute. As evident by its name, this attribute
(and the others with similar names in this profile) is designed to convey information about an
authoritative membership service implemented via a VOMS service. Other membership service
implementations can still use this profile provided that their concepts can be properly described
by the semantics of these attributes.

ID: voms-signing-subject

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/voms-signing-subject
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/voms-signing-subject"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>
/O=dutchgrid/O=hosts/OU=nikhef .nl/CN=kuiken.nikhef .nl
</AttributevValue>
</Attribute>

6.1.7. VOMS-signing-issuer

Considering that VOMS ACs are signed by a VOMS certificate, VOMS-signing-issuer holds the
DN of the CA that signed that VOMS certificate. This attribute does not provide information about
the whole trust chain: it provides only the DN of the CA that issued the first VOMS attribute
certificate. VOMS-signing-issuer is implicitly linked in this profile to the VOMS-signing-subject
attribute. It can be extracted programmatically using the VOMS APl and is not displayed in typical
command line tools, like voms-proxy-info.

ID: voms-signing-issuer

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/voms-signing-issuer
XACML representation example:

11
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<Attribute
AttributeId="http://authz-interop.org/xacml/subject/voms-signing-issuer"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>/C=NL/O=NIKHEF/CN=NIKHEF medium-security certification auth
</Attributevalue>

</Attribute>

6.1.8. VOMS-FQAN

VOMS maintains the organizational structure of a VO in hierarchical groups. Users can belong to
such groups and can have specific roles for each group. In the Attribute Certificate, the
membership to a group with a role is encoded as a Fully Qualified Attribute Name (FQAN). This
attribute holds one FQAN from the VOMS Attribute Certificate in the user credentials. Because
users typically belong to several groups, this attribute can be set many times to encode all FQAN
in the AC. For this profile, the order of the FQAN is not relevant, considering that the primary
FQAN of the user is conveyed through the attribute VOMS-Primary-FQAN.

The PDP SHOULD perform a direct string match of the VOMS FQAN values when it evaluates an
authorization request against its policy. VOMS FQANs have an optional suffix, e.g. /Role=NULL.
A PDP MAY implement the VOMS matching rules to ignore these type of suffixes.

ID: voms-fgan

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/voms-fqan
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/voms-fgan"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>/gin.ggf.nl/APAC/Role=VO-Admin</AttributeValue>
</Attribute>

6.1.9. VOMS-Primary-F QAN

This attribute holds the FQAN that conveys the user's primary group to the middleware. Such
primary group is chosen by the user when interacting with VOMS.

In OSG, the middleware uses this information to map the user credentials to an account group or
account pool and, eventually, to a specific local account. This account is used for job scheduling
and accounting to associate computing and data storage activities to the user's VO group and
group role.

In EGEE, for computing activities, the middleware uses the primary FQAN to map the user
credentials to a primary Unix Group ID (GID). The primary GID is used in batch system
scheduling and in the accounting system to associate computing and data storage activities to
VO groups and roles. For data management activities, the primary FQAN can be used to select
one specific storage pool out of all the available VO storage pools.

This attribute is extracted from the topmost FQAN attribute of the Attribute Certificate list of
FQAN. Therefore, this FQAN is also available in one of the VOMS-FQAN attributes of the XACML
request (see description above). This duplication guarantees that the order of the foremost FQAN
is maintained.

Note that not all PDPs require this information to take an authorization decision; therefore, if the
value of this attribute is not set, the request is still valid. It is up to the PDP policy to accept or
reject the authorization. Conversely, if multiple attributes are specified, only the first one SHOULD
be used.

ID: voms-primary-fqan
Type: string

12
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Full Attribute ID: http://authz-interop.org/xacml/subject/voms-primary-fqan
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/primary-fgan"
DataType="http: //www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>/gin.ggf.nl/APAC/Role=VO-Admin</AttributeValue>
</Attribute>

6.1.10. Certificate-serial-number

This attribute holds the serial number of the user certificate. This attribute is of type integer. It is
extracted from the user certificate.

This attribute can be used by a site to centrally blacklist a compromised certificate before the
Certificate Revocation Lists from the CA are distributed to all gateways at a site.

This attribute is considered optional because the CA is responsible for conducting the
investigation on whether to revoke a certificate. If the certificate needs to be revoked, sites expect
that the CA takes immediate action, entering the certificate in the CRL.

ID: certificate-serial-number

Type: integer

Full Attribute ID: http://authz-interop.org/xacml/subject/certificate-serial-number
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/certificate-serial-number"
DataType="http://www.w3.0rg/2001 /XMLSchema#integer">
<AttributeValue>28</AttributevValue>

</Attribute>

6.1.11. Validity-not-before

In order for PDPs to enforce policies on the time length of validity of a certificate chain, the profile
allows to send validity not-before and not-after dates for the chain. A site, for example, might want
to define an authorization policy that rejects proxies with a lifetime longer than a week. These
attributes are of type dateTime. The values are extracted by iterating over the certificate chain
and extracting the most recent past validity not-before date and the most immediate future validity
not-after date. For well formed certificates, these should be equivalent to the not-before and not-
after dates of the file proxy in the chain.

The time is expressed in UTC time zone.

ID: validity-not-before

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/validity-not-before
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/validity-not-before”
DataType="http://www.w3.0rg/2001 /XMLSchema#dateTime” >
<AttributeValue>2011-07-27T18:41:5472</AttributeValue>

</Attribute>

6.1.12. Validity-not-after

See Validity-not-before attribute for an explanation of this attribute.

ID: validity-not-after
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Type: string
Full Attribute ID: http://authz-interop.org/xacml/subject/validity-not-after
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/validity-not-after”
DataType="http://www.w3.0rg/2001/XMLSchema#dateTime”>
<AttributevValue>2011-07-28T06:46:54Z</Attributevalue>

</Attribute>

6.2. Optional Subject Attributes

The following attributes are considered optional to this profile and allow for implementation
specific policies which extend an authorization decision based on X 509, VOMS FQANs or
POSIX credentials. . They are discussed here to reserve the attribute names for a possible future
use.

6.2.1. CA-serial-number

This attribute holds the CA’s serial number used to sign the user certificate. The DN of such CA is
the subject-issuer. The CA’s serial number can be extracted from the CA certificate.

Sites can use this information to blacklist a compromised CA before the CA certificate is revoked.
This attribute gives a finer grained blacklisting capability than the CA DN. In fact, a CA can re-
issue a new certificate, with a different serial number by design, but with the same DN as the
compromised CA cettificate. Blacklisting the DN would not allow banning the compromised CA
and accept the new CA, until the compromised CA certificate is in the Certificate Revocation List.
This attribute is considered optional because sites trust the CA to include the compromised CA
certificate in the Certificate Revocation List before issuing a new CA cetrtificate.

ID: ca-serial-number

Type: integer

Full Attribute ID: http://authz-interop.org/xacml/subject/ca-serial-number
XACML representation example:

<Attribute
AttributelId http://authz-interop.org/xacml/subject/ca-serial-number"
DataType="http://www.w3.0rg/2001 /XMLSchema#integer">
<AttributeValue>34</AttributevValue>

</Attribute>

6.2.2. VOMS-dns-port

This attribute holds the DNS name of the host and the port number of the VOMS server that
signed the VOMS ACs. The format of the value represents the string concatenation of the
hostname as Fully Qualified Domain Name (FQDN), a separator in the form of a colon and the
TCP port number.

This attribute is considered optional because it is not currently used by any authorization
middleware from our group.

ID: voms-dns-port

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/voms-dns-port
XACML representation example:
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<Attribute
AttributeId="http://authz-interop.org/xacml/subject/voms-dns-port"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>kuiken.nikhef.nl:15050</Attributevalue>
</Attribute>

6.2.3. Subject End-Entity X509v3 Certificate Policies OIDs

This attribute holds active Certificate Policy OIDs for the certificate of the subject. These values
are extracted from the user certificate. These values originate from the CA and give additional
information about the certificate; for example, it allows distinguishing between user, host, senvce,
and robot certificates. There can be multiple of these attributes set in one request.

This attribute is considered optional because it is not currently used by any authorization
middleware from our group.

ID: ca-policy-oid

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/ca-policy-oid
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/ca-policy-oid"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributevValue>1.2.840.113612.5.2.4</AttributeValue>
</Attribute>

6.2.4. Certificate Chain

This attribute holds the certificate chain of the subject-id. This can provide the opportunity to
centrally verify the certificate chain. This would eliminate the need for having CA certificates,
CRLs, and VOMS signing certificates managed at all PEP nodes. In addition, the load at the
resource gateways will be lowered with a central validation approach. This attribute allows also
deeper inspection of the whole chain, beyond the attributes explicitly conveyed by this profile.

The value type of this attribute is a string containing a Base64 binary representation of the
certificate. This attribute is considered optional because it is not currently used by any
authorization middleware from our group.

ID: cert-chain

Type: string

Full Attribute ID: http://authz-interop.org/xacml/subject/cert-chain
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/subject/cert-chain"
DataType="http://www.w3.0rg/2001/XMLSchema#string">

<AttributeValue>-----BEGIN CERTIFICATE-----

MIICbjCCAVagAwIBAgICBNgwDQYJKoZIhvcNAQEEBQAWTDESMBAGALUEChMJIZHVO
Y2hncmlkMQ4wDAYDVQQOKEWV1c2VyczEPMAOGAIUEChMGbm1 raGVmMRUwWEwWY DVQQD
EwxPc2NhciBIb2Vyb2 8wHhcNMDcxMTEzMI'MOMjU4WhcNMDcxMTEOMDEONzU4W S Be
MRIWEAYDVQQKEwlkdXRjaGdyaWQxDJjAMBgNVBAoTBXVzZXJzMQ8wDQYDVQOQKEwWZu
aWtoZWYxFTATBgNVBAMTDES zY2Fy IEt vZXJvbzEOMAWGA 1 UEAXMF cHJve HkwXDAN
BgkghkiG9wOBAQEFAANLADBIAKEAS1ESIXplWQeL3X52VTvmT1a2XTP5DuCgov 6w
dhKWAYL/KPA/wj12HXBNVE/1ZI+09TZPJC/IDnjnMPxp3bzvOwIDAQABOXIWEDAO
BgNVHQ8BAf8EBAMCBLAWDQY JKoZIhvcNAQEEBQADggEBAE4+PkNICL rmt 1ldmNAHE
EBcKobYiZie8vvNMPNWiXs5BgeoYHmMvkyXBi6JSrDylFoMID96LROmncc4 £I2N7
CxxaLKXOO0GFpxEfWKeaSAaU5KyTyCSozgdj SMGHA1d9juB4RtHgh2hTKN+akma 1X
RWQ22pxzUL/iIZ26Kn78Yv0cbytE/1reg3F8Y8txj4VHOYpBFTLke/ zM44xajH+z
/18QrPcLqwqpvLLjf3gXaT2JKAK) TDisAre fkPDLSStXDUc2qv04RMK1wXbhc+J8
3Qe6b/hOuPNur5D9mQvH4 tvGwDtphKMylhr fY39ATxViKoZ /gkSOeihFCLPC8dbR
zm0=
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MIIFQzCCBCugAwIBAgICBNgwDQYJKoZIhvcNAQEFBQAWUJEIMAKGALIUEBIMCT kwx
DzANBgNVBAOTBk5JSOhFRIEYMDAGAIUEAXMpTk1LSEVGIG11ZG11bS1zZWN1cml0
eSBjZXJ0aWzZpY2F0aWSuIGF1dGgwHhcNMDcwMTI zMDAWMDAWWhcNMDgwMTI zMTY1
NDA1WJBMMRIWEAYDVQQOKEwW] kdXRjaGdyaWQxDIAMBgNVBAOTBXV z 2X JzMQ8wDQYD
VQOKEwZuaWt oZWYxFTATBgNVBAMIDE 9z Y2FyIEtvZXJvbzCCASIwDQYJKoZ IThvcN
AQEBBQADggEPADCCAQ0CQggEBALOUt6/xkQ4d4izhXahraVE9ZAGy 9u5vnPDONXES
£JC6YxPE3NpQylrCDVXXCgkPODOj4Jeb7o/vpwpNwciPo/zcaQj1COBJI£5008Xv0
09TgnwafkypQVthIvpSvcUK+LX0aHUB+VmphZF2UCi5A1 0HkgqZgDo+rx0cikVQme
mMKFUQfuY9EfQIDrIgLlpGswiWOIEZ5XSnb9EKHWS0xT6TOzwItI ftvINgV/9grlP+
W+H+nqutk+k70uY1SnME7HK80gneBZZj4A4520TK1PoW8BB4HMW] ISekUme 0 imNJ
Zt+T1AJKS13wCRI5SG3FIbC8Y4YS5ANOBCIfd99Kw61AGKW8CAWEAA2OCAICcwggI]
MAWGA1UJEWEB/wQCMAAWDgGYDVROPAQH/BAQDAGTWMDGGAL1UdHWQxMC8wLaAroCmG
J2h0dHA6Ly97YS5kdXRjaGdyaWQubmwvbWVkaXVtL2NhY3JsLnB1bTAaBgNVHSAE
EzARMASGDSsGAQQBOUIEAQIBAgIwegYDVROjBHMwcYAUWwU6mcbVIr391ID8EajQ
8XHWS6ShVQRUMFIxCzAJBgNVBAYTAkS5MMO8wDQYDVQOKEWZOSUt IRUY xMjAWBgNV
BAMTKUS5JSOhFRiBt ZWRpdW0 tc2VjdXJpdHkgY2VydGlmaWNhdG1lvbiBhdXRoggEA
MBOGA1UdDgOWBBRMgAE 907517 S0f CMk1q6Uw0sGo SjARBglghkgBhvhCAQEEBAMC
BeAwNAYJYIZIAYb4QgEIBCcWIWhOdHA6Ly 97 YS5kdXRjaGdyaWQubmwvbWkaX Vvt
L3BvbGljeS8wgcgGCWCGSAGG+EIBDQSBuhaBtONlcnRpZml jYXR1IG1zc3V1ZCBL
bmR1ciBEdXRjaEdyaWQgbWvkaXVt LXN1Y3VyaXR5IHBvbGljeSB2ZXJzaWulIDIu
MjtsaWlpdGVkIGxpYWJIpbGl0aWVz IGFwcGx5LCBzZWUgaHROcDovIL2NhLmR1dGNo
23JpZC5ubCOtZWRpdW0vcGIsaWNSLyBmb3IgZGV0YWlscztDZXJ0aWZpY2F0ZSBU
YWc6IGVKMGEXM2EOIWI zYWViNzANBgkghkiGOwOBAQUFAAOCAQEAJRZg6tOX6ZwB
CthL7NSPSFzpVeIVcBnQCUXRBANIOPf3fSOBEyKt49cIJfCeZywCdPEJe/vzsatjX
+zNfz+KBMTJ449nelekY+0xh8XR2sIVNggjPO+5qkyBXbIQSLZnOk60I 5XAW1pKy
YMp89wdk515cPIhTx65+Ier07yN7feotWoKtkxMLU/Fs77EmwoPj+cOE2VAVAZ fP
AZB8xiCNFGgpzPFHAtCngSjwjoUiOFd4v+4£fial8V41FcNt11hnaQz6x832YYhDO9
11i791ebCBw2prcrwHOy5JEgdswG8QymBd+ 7dv 7wl 3gebI3a/0g+0OmNa/RiL3SKPx
dgfW33EuFg==

————— END CERTIFICATE-----</AttributevValue>

</Attribute>

6.3. Action

The attributes in the Action context describe what action the subject wants to perform on the
specified resource. In this profile, we have kept the accepted actions to a minimum. To do this,
we have abstracted specific actions in single generic actions; for example, all interactions with the
job queue of a batch system exposed through a standard Grid interface (i.e. a Computing
Element - CE) is described by a single action named “queue”, which generalizes possible
‘queuing” actions like “submit-job”, “delete-job”, “query-job-status”, etc. In addition, we use
generalized actions for different types of resources, when possible: for example, the action
“execute-now” applies to both Computing Eelement and Worker Node (WN) resources. We
encourage these generalizations for future extensions to this profile. It should be notes that we do
not attempt to prescribe any mechanisms for the extension of this profile, including the use of a
registrar or specific use cases, such as deeper queries (e.g. /queue/query or /queue/list). In our
reference implementation, all actions are compared against policies for an “exact match” only.

We consider 3 types of actions. Their names are “queue”, “execute-now” and “access”, with prefix
<action-prefix>/action-type/. A request defines a certain action by setting the value of the attribute
name “action-id” to one of these 3 types of action names.

6.3.1. Namespace Prefix Expansion
By concatenation with the URL root-prefixes, the namespace prefix of action attributes (action-
prefix) is expanded to the following prefix:

URL based namespace prefix: <URL root prefix> + "/action”

6.3.2. Queue: Action Type - Access a Job Queue

The “queue” action states that the subject requests authorization to interact with the job queue of
the specified computing resource. The queue name, if available, can be extracted from the
Resource Specification Language (RSL) string attribute of the action context (see below).

This action is used in conjunction with the CE resource type, typically when requesting
authorization to submit a job to the batch system queue controlled by a CE.
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As defined, this action CAN be used also to request authorization to monitor a remote queue.
Because of our use cases, we make no attempt to allow a policy distinction between the
immutable (monitoring) and the mutable (job queuing) action.

Note that action-id is a standardized attribute and it is left in URN notation.

ID: action-id

Type: string

Full Attribute ID: urn:oasis:names:tc:xacml:1.0:action:action-id
ID Value: http://authz-interop.org/xacml/action/action-type/queue
Enumeration of possible values:

http://authz-interop.org/ xacml/action/action-type/queue
http://authz-interop.org/xacml/action/action-type/execute-now
http://authz-interop.org/xacml/action/action-type/access

XACML representation example:

<Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>http://authz-interop.org/xacml/action/action-type/queue
</Attributevalue>

</Attribute>

6.3.3. Execute-now: Action Type - Run Job Now

The “execute-now” action states that the subject requests authorization to execute immediately a
job at the specified computing resource (e.g. for a typical CE, invoking the job-manager fork of a
Globus gatekeeper). This action is in contrast to the “queue” action, typically used for submitting a
job to a batch system queue.

Requests to a PDP containing a subject-condor-canonical-name-id SHOULD use the WN
resource type and the “execute-now” action.

Note that action-id is a standardized attribute and it is left in URN notation.

ID: action-id

Type: string

Full Attribute ID: urn:oasis:names:tc:xacml:1.0:action:action-id

ID Value: http://authz-interop.org/xacml/action/action-type/execute-now
Enumeration of possible values:
http://authz-interop.org/xacml/action/action-type/queue
http://authz-interop.org/xacml/action/action-type/execute-now
http://authz-interop.org/xacml/action/action-type/access

XACML representation example:

<Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributevValue>http://authz-interop.org/xacml/action/action-type/execute-now
</Attributevalue>

</Attribute>

6.3.4. Access: Action Type - Access a Storage Resource

The “access” action states that the subject requests authorization to access a specified storage
resource. The scope of the request is implementation dependent: the request can regard access
to a single file, a list of files, a remote/local storage pool, or an entire storage system.
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By design, this action generalizes finer-grain types of access, like read access, write access, file
system administrative access, etc. Such fine grained access control should be delegated to the
authorization layer of storage services. In fact, centralizing such control in the PDP is considered
too costly in terms of performance. In addition, administrators typically are already comfortable
with the authorization layers of their storage services and we see little benefit in proposing
alternatives to such mechanisms.

Note that action-id is a standardized attribute and it is left in URN notation.

ID: action-id

Type: string

Full Attribute ID: urn:oasis:names:tc:xacml:1.0:action:action-id

ID Value: http://authz-interop.org/xacml/action/action-type/access
Enumeration of possible values:
http://authz-interop.org/xacml/action/action-type/queue
http://authz-interop.org/xacml/action/action-type/execute-now
http://authz-interop.org/xacml/action/action-type/access

XACML representation example:

<Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id "
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>http://authz-interop.org/xacml/action/action-type/access
</Attributevalue>

</Attribute>

6.3.5. Resource Specification Language Attribute: rsl-string

This attribute holds a string describing additional details of the action to be performed on the
resource. This attribute is mainly thought to be used for actions performed on a CE resource,
where such additional details can be described by a Globus Resource Specification Language
[RSL] string. This string can hold information such as the name of the batch system queue
targeted for job submission, the expected maximum running wall clock time for the job, etc.

ID: rsl-string

Type: string

Full Attribute ID: http://authz-interop.org/xacml/action/rsl-string
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/action/rsl-string"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue> (jobtype='single') (maxtime=1100) (queue='hep')</Attributevalue>
</Attribute>

6.4. Resource

The attributes in the Resource context describe the resource targeted for the authorization
request. In this profile, we define only resources of particular interest to our community. We
acknowledge that this is not a complete list and we encourage the extension of this section in
future editions of this document.

In this context, we also define resource attributes useful for the authorization request, such as the
DNS name of the machine hosting the gateway service to the resource and the X509 cetrtificate
information of that gateway service.
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We consider three types of resources. Their names are “ce”, “wn” and “se”, with prefix <resource-
prefix>/resource-type/. A request targets a certain resource by setting the value of the attribute
name “resource-id” to one of these 3 types of resource name.

6.4.1. Namespace Prefix Expansion

By concatenation with the URL root-prefixes, the namespace prefix of resource attributes is
expanded to the following prefix:

URL based namespace prefix: <URL root prefix> + "/resource-type"

6.4.2. CE: Resource Type - Computing Element

The Computing Element resource manages the execution of jobs on underlying computing
resources. The CE is responsible for interacting with the PDP before granting access to the job
queuing system of its underlying computing cluster (“queue” action) or to the local machine
execution environment (“execute-now” action).

Note that resource-id is a standardized attribute and it is left in URN notation.

ID: resource-id

Type: string

Full Attribute ID: urn:oasis:names:tc:xacml:1.0:resource:resource -id
ID Value: http://authz-interop.org/xacml/resource/resourc e-type/ce
Enumeration of possible values:
http://authz-interop.org/xacml/resource/resource-type/ce
http://authz-interop.org/xacml/resource/resource-type/se
http://authz-interop.org/xacml/resource/resource-type/wn

XACML representation example:

<Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>http://authz-interop.org/xacml/resource/resource-type/ce
</AttributeValue>

</Attribute>

6.4.3. WN: Resource Type - Worker Node

A Worker Node is a machine of a computing cluster. The Worker Node resource manages the
execution of jobs on the local machine execution environment.

Job executions on WNs may or may not require an authorization decision initiated by a WN,
depending on the job management model used. In a push-based job management model, WN
authorization is not required: jobs are submitted to a CE, where the authorization request is
issued, and then dispatched to the WN via the local batch system. In a pull-based job
management model, WN authorization is required: special jobs, referred to as pilot jobs, are
dispatched to the WN using a push-based model; once pilot jobs start execution, they pull a user
job workload from a VO repository. To protect the execution environment, the WN issues an
authorization request for the user workload; if granted, the workload is executed with the
privileges locally assigned to that user. The authorization request initiated by the WN MUST use
the action “execute-now”.

Requests to a PDP containing a subject-condor-canonical-name-id SHOULD use the WN
resource type and the “execute-now” action.

Note that resource-id is a standardized attribute and it is left in URN notation.
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ID: resource-id

Type: string

Full Attribute ID: urn:oasis:names:tc:xacml:1.0:resource:resource-id
ID Value: http://authz-interop.org/xacml/resource/res ourc e-type/wn
Enumeration of possible values:
http://authz-interop.org/xacml/resource/resource-type/ce
http://authz-interop.org/xacml/resource/resource-type/se
http://authz-interop.org/xacml/resource/resource-type/wn

XACML representation example:

<Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>http://authz-interop.org/xacml/resource/resource-type/wn
</AttributevValue>

</Attribute>

6.4.4. SE: Resource Type - Storage Element

The Storage Element resource manages access to files and storage pools. Authorization
requests to storage elements MUST use the action “access”.

Note that resource-id is a standardized attribute and it is left in URN notation.

ID: resource-id

Type: string

Full Attribute ID: urn:oasis:names:tc:xacml:1.0:resource:resource -id
ID Value: http://authz-interop.org/xacml/resource/resourc e-type/se
Enumeration of possible values:
http://authz-interop.org/xacml/resource/resource-type/ce
http://authz-interop.org/xacml/resource/resource-type/se
http://authz-interop.org/xacml/resource/resource-type/wn

XACML representation example:

<Attribute
AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>http://authz-interop.org/xacml /resource/resource-type/se
</AttributevValue>

</Attribute>

6.4.5. Host DNS name: dns-host-name

This attribute specifies the fully qualified domain name of the machine hosting the gateway to the
specified resource. Examples of such gateway include a Globus Gatekeeper, for the CE; SRM,
for the SE; gLExec, for the WN.

This attribute is of type string.

ID: dns-host-name

Type: string

Full Attribute ID: http://authz-interop.org/xacml/resource/dns-host-name
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/resource/dns-host-name"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>ce03.nikhef .nl</Attributevalue>
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</Attribute>

6.4.6. Resource X509 Service Certificate Subject: resource-x509-id

This attribute specifies the X509 subject of the service certificate that defines the identity of the
resource gateway. This certificate is typically the host certificate of the machine hosting the
gateway, but it MAY be a generic service certificate. If the information of this service certificate is
available to the PEP authorization environment, this information MUST be included in the
request.

This attribute is of type string, instead of X.500, for the same reasons discussed in the subject-
x509-id attribute section.

ID: resource-x509-id

Type: string

Full Attribute ID: http://authz-interop.org/xacml/resource/resource -x509-id
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/resource/resource-x509-id"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<AttributeValue>/DC=org/DC=doegrids/OU=Services/CN=my.host .domain</Attributevalue>
</Attribute>

6.4.7. Resource X509 Service Certificate Issuer: resource-x509-issuer

This attribute specifies the X509 issuer of the service cetrtificate that defines the identity of the
resource gateway. This attribute identifies the CA that signed the service certificate for the
resource gateway. If the information of this service certificate is available to the PEP authorization
environment, this information MUST be included in the request.

This attribute is of type string, instead of X.500, for the same reasons discussed in the subject-
x509-id attribute section.

ID: resource-x509-issuer

Type: string

Full Attribute ID: http://authz-interop.org/xacml/resource/resource -x509-issuer
XACML representation example:

<Attribute
AttributeId="http://authz-interop.org/xacml/resource/resource-x509-issuer"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">
<AttributeValue>/DC=org/DC=DOEGrids/OU=Certificate Authorities/CN=DOEGrids CA 1
</Attributevalue>

</Attribute>

6.5. Environment

The attributes in the Environment context convey additional parameters in the authorization
request of the subject to perform an action on the specified resource. These additional
parameters instruct the PDP on what obligations the PEP supports or convey information about
the pilot job identity in case of authorization requests initiated by a WN.

6.5.1. Namespace prefix expansion

By concatenation with the URL root-prefixes, the namespace prefix of environment attributes is
expanded to the following prefix:
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URL based namespace prefix: <URL root prefix> + "/environment"

6.5.2. Supported Obligations

PDPs encapsulate in obligation structures the set of constraints that a PEP MUST be able to
satisfy before granting access to resources. Obligations are identified by an obligation id, which
typically PEPs associate to obligation handler code. According to the XACML specifications, even
if only one obligation cannot be satisfied by the PEP, the authorization MUST be denied. A PEP
may not be able to satisfy an obligation because it does not know how to act upon it i.e. it does
not have an appropriate handler for a certain obligation-id. Such situation may occur especially
during upgrades of PDP servers, potentially resulting in the PEP receiving new and unknown
obligations, thus having to reject all authorization requests.

In order to mitigate such a problem, this profile allows for a PEP to specify the list of known
obligations via the XACML environment context. A PDP MAY take such list under advisement
and deal with a version compatibility problem by returning a set of obligations appropriate for the
PEP. On the other hand, it should be noted that a PDP MAY elect to ignore the list of supported
obligations and still be compliant with this profile.

The example below shows how a PEP uses the XACML environment context to communic ate the
list of obligations supported to a PDP.

ID: pep-oblig-supported

Type: string

Full Attribute ID: http://authz-interop.org/xacml/environment/pep-oblig-supported

ID Value: a valid obligation ID (see Obligations section)

Enumeration of possible values:
http://authz-interop.org/xacml/obligation/uidgid
http://authz-interop.org/xacml/obligation/secondary-gids
http://authz-interop.org/xacml/obligation/username

http://authz-interop.org/xacml/obligation/root-and-home-paths
http://authz-interop.org/xacml/obligation/storage-access-priority
http://authz-interop.org/xacml/obligation/access-permissions

Notes: This attribute may appear multiple times, each time with a different value (as many times

as supported obligations)

XACML representation example:

<Attribute
AttributeId="http://authz-interop.orqg/xacml/environment/pep-oblig-supported"
DataType="http://www.w3.0rqa/2001/XMLSchema#string">
<AttributevValue>http://authz-interop.org/xacml/obligation/uidgid
</Attributevalue>

</Attribute>

<Attribute
AttributeId="http://authz-interop.orqg/xacml/environment/pep-oblig-supported"
DataType="http://www.w3.0ra/2001/XMLSchema#string">
<AttributeValue>http://authz-interop.org/xacml/obligation/secondary-gids
</Attributevalue>

</Attribute>

<Attribute

AttributeId="http://authz-interop.orqg/xacml/environment/pep-oblig-supported"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
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<AttributeValue>http://authz-interop.org/xacml/obligation/username
</Attributevalue>
</Attribute>

6.5.3. Pilot Job Invoker Identity

The pull-based job management model can be summarized as follows. Special jobs, named
“pilot” jobs, are submitted to Computing Elements. These jobs are authorized by the CE to access
computing resources and are eventually dispatched to Worker Nodes via the local batch system.
Once one such job runs at a Worker Node, it pulls a user workload from a VO repository. Such a
workload needs to be executed with the privileges of the user, not the privileges of the pilot. The
WN can request authorization for the user to access the local WN execution environment and, if
granted, execute the job under user privileges.

In this scenario, the authorization request conveys user identity information in the subject context,
WN information (typically WN host certificate) in the resource context, and pilot job identity
information in the environment context. Such information is important to enforce various policies
on pilot job scenarios. An example of such a policy states that user access to the WN execution
environment should be granted only if the pilot job belongs to the same VO of the user. With the
information provided in this profile, such a policy can be expressed and enforced.

The pilot job identity is expressed as a set of flat attributes in the environment context. All
attributes specified in the subject context MUST be defined for the pilot identity in the
environment context. Pilot attributes have the same attribute id of the subject attributes with
different namespace:

<URL root prefix> + "/environment" + “/pilot-job”

Attributes that define the user identity in the subject context havwe the same meaning of the
attributes that define the pilot identity in the environment context.

Authorization requests for an action “execute-now” on a resource “WN” MUST have pilot job
identity information, unless the request contains a subject-condor-canonical-name-id attribute.

For a full list of attributes see the environment section in “Appendix B: List of Attribute and
Obligation IDs introduced by this profile”.
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7. XACML Response

The following section defines the authorization interoperability attributes for the XACML response
message. It defines obligations and attributes for the obligations context.

7.1. Obligations

The following is the list of obligations in this profile. Each obligation has an ID, a list of attributes,
corresponding types, and a stakeholder (EGEE, VO Services project, ...). The types are chosen
from the available datatypes in the XML Schema [XMLSchema]. This document also captures if
an obligation requires the presence of another to make sense in our use cases. These
dependencies will not be captured in a structured way in the protocol. It is up to the PEP that
receives the message to validate these dependencies.

The combination of attributes in each of the described obligations is tuned to the use cases that
are common to Grid systems. Attributes that cannot be useful separately are bound together in
one obligation. Other attributes are split in different obligations because they can be combined in
a response that is use case dependent.

7.2. Namespace prefix expansion

By concatenation with the URL URN root-prefixes, the namespace prefix of obligations is
expanded to the following prefix:

URL based namespace prefix: <URL root prefix> + “/obligation”
The namespace prefix of attributes is expanded to the following prefix:

URL based namespace prefix: <URL root prefix> + “/attribute”

7.3.UID GID

This obligation requires that the resource gateway (PEP) creates an execution environment for
the user with a specific Unix ID (UID) and Group ID (GID). If this obligation is received together
with the username obligation, the two must be consistent i.e. the UID attribute from the uidgid
obligation must be mapped to the given UNIX username and \ice versa. If this is NOT the case,
the authorization MUST be denied.

ID: uidgid
Full Obligation ID: http://authz-interop.org/xacml/obligation/uidgid
Attributes:

ID: posix-uid

Description: Unix User ID local to the PEP

Type: integer

Full Attribute ID: http://authz-interop.org/xacml/attribute/posix-uid

ID: posix-gid

Description: Unix Group ID local to the PEP

Type: integer

Full Attribute ID: http://authz-interop.org/xacml/attribute/posix-uid
Stakeholder: Common
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Must be consistent with: Username
XACML representation example:

<Obligation ObligationId="http://authz-interop.org/xacml/obligation/uidgid"
FulfillOn="Permit">
<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/posix-uid"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">
7160
</AttributeAssignment>

<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/posix-gid"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">
1530
</AttributeAssignment>
</Obligation>

7.4. Multiple Secondary GIDs

This obligation requires that the PEP sets secondary Unix Group IDs when creating the execution
environment. The list of GIDs MAY be empty. This obligation is typically used in conjunction with
UIDGID. The main use case for this obligation is to take full advantage of the Unix file
permissions. This is needed to facilitate fine-grained access to specific storage areas.

ID: secondary-gids
Full Obligation ID: http://authz-interop.org/xacml/obligation/secondary-gids
Attributes:
ID: posix-gid
Description: Unix Group ID local to the PEP
Type: integer
Notes: this attribute can appear multiple times within this obligation
Full Attribute ID: http://authz-interop.org/xacml/attribute/posix-gid
Stakeholder: EGEE/EMI
Needs obligation(s): uidgid

XACML representation example:

<Obligation ObligationId="http://authz-interop.org/xacml/obligation/secondary-gids"
FulfillOn="Permit">
<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/posix-gid"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">
1531
</AttributeAssignment>
<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/posix-gid"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">
1530
</AttributeAssignment>
</Obligation>

7.5. Username

This obligation requires that the PEP sets the UNIX username, passed as a string, for the
execution environment. If this obligation is received together with the uidgid obligation, the two
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must be consistent i.e. the UID attribute from the UIDGID obligation must be mapped to the given
UNIX username and vice versa. If this is not the case, the authorization MUST be denied.

ID: username
Full Obligation ID: http://authz-interop.org/xacml/obligation/username
Attributes:
ID: username
Description: Unix username or account name local to the PEP.
Type: string
Full Attribute ID: http://authz-interop.org/xacml/attribute/username
Stakeholder: VO Services Project
Must be consistent with: uidgid
XACML representation example:

<Obligation ObligationId="http://authz-interop.org/xacml/obligation/username"
FulfillOn="Permit">
<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/username"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
garzoglio
</AttributeAssignment>
</Obligation>

7.6. Path Restriction

This obligation requires that the PEP restricts access to the file system from the execution
environment. In particular, it defines a sub-tree of the file system (RootPath) that should be the
“‘root” mount point of the execution environment (i.e. /') and it defines the path to the user's home
directory (HomeDir), as a subpath of the RootPath. This obligation is mostly used to control
access privileges to storage elements and it is typically used in conjunction with UIDGID or
Username.

ID: root-and-home-paths

Full Obligation ID: http://authz-interop.org/xacml/obligation/root-and-home-paths

Attributes:
ID: rootpath
Description: this parameter defines a sub-tree of the whole file system available at the
PEP. The PEP should mount this sub-tree as the “root” mount point (/') of the execution
environment. This is an absolute path.
Type: string
Full Attribute ID: http://authz-interop.org/xacml/attribute/rootpath

ID: homepath
Description: this parameter defines the path to home areas of the user accessing the
PEP. This is a path relative to rootpath.
Type: string
Full Attribute ID: http://authz-interop.org/xacml/attribute/homepath
Stakeholder: VO Services Project
Needs obligation(s): uidgid or username
XACML representation example:

<Obligation ObligationId="http://authz-interop.org/xacml/obligation/root-and-home-paths"
FulfillOn="Permit">
<AttributeAssignment
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AttributeId="http://authz-interop.org/xacml/attribute/rootpath"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
/pnfs/myvo/
</AttributeAssignment>

<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/homepath"
DataType="http://www.w3.0rg/2001/XMLSchema#string">
<!-- Set the home path to /pnfs/myvo/home/garzoglio -->
home/garzoglio/
</AttributeAssignment>
</Obligation>

7.7. Storage Priorities

This obligation requires that the PEP provides access to storage resources with a priority
indicated by the integer parameter passed via the obligation. The higher the integer value, the
higher the priority. A priority is related to the position of the request in the data request queue.
This obligation is typically used in conjunction with UIDGID or Username.

ID: storage-access-priority
Full Obligation ID: http://authz-interop.org/xacml/obligation/storage -access-priority
Attributes:
ID: storage-priority
Description: an integer number that defines the priority to access storage resources.
Type: integer
Full Attribute ID: http://authz-interop.org/xacml/attribute/storage -priority
Stakeholder: VO Services Project
Needs obligation(s): uidgid or username
XACML representation example:

<Obligation ObligationId="http://authz-interop.org/xacml/obligation/storage-access-
priority"
FulfillOn="Permit">
<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/storage-priority"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">
10
</AttributeAssignment>
</Obligation>

7.8. Access Permission

This obligation requires that the PEP provide access to the storage resources in read-only or
read-write modes. This obligation is typically used in conjunction with UIDGID or Username.
Further finer-grained restrictions can be applied as POSIX permissions by the storage service
when accessing individual files.

ID: access-permissions
Full Obligation ID: http://authz-interop.org/xacml/obligation/access-permissions
Attributes:
ID: access-permissions
Description: a string that represent the access permission to a file that is requested. This
attribute can have values “read-only” or “read-write”.
Type: string
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Full Attribute ID: http://authz-interop.org/xacml/attribute/access-permissions
Stakeholder: VO Services Project
Needs obligation(s): uidgid or username
XACML representation example:

<Obligation ObligationId="http://authz-interop.org/xacml/obligation/access-permissions"
FulfillOn="Permit">
<AttributeAssignment
AttributeId="http://authz-interop.org/xacml/attribute/access-permissions"
DataType="http://www.w3.0rg/2001/XMLSchema#string ">
read-only
</AttributeAssignment>
</Obligation>
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8. Appendix A: Example Response / Request messages and corresponding
XACML Policies

8.1. A1 Example of simple Request/Response and Policy

a) Simple Request message that contains information about requesting Subject, Resource,
Action

[ 1 ] <Request

[ 2 ] xmlns="urn:oasis:names:tc:xacml:2.0:context :schema:os"

[ 3 ] xmlns :xsi="http://www.w3.0rg/2001 /XMLSchema-instance"

[ 4 ] xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:context:schema:os

[ 5 ] access_control-xacml-2.0-context-schema-os.xsd">

[6] <!-- Example - Request: Simple Request-Policy-Response -->

[ 7 ] <Subject>

[8] <Attribute

[ 9 ] AttributeId="http://authz-interop.org/xacml/subject/subject-x509-id"
[ 10 ] DataType="http://www.w3.0rg/2001/XMLSchema#string">

[11] <AttributeValue>/O=dutchgrid/O=users/O=nikhef /CN=Wim
Huizinga</AttributeValue>

[ 12 ] </Attribute>

[ 13 ] <Attribute

[ 14 ] AttributeId="http://authz-interop.org/xacml/subject/subject-x509-
issuer"

[15] DataType="http://www.w3.0rg/2001/XMLSchema#string">

[16] <AttributeValue>/C=NL/O=NIKHEF /CN=NIKHEF medium-security certification
auth</AttributevValue>

[17] </Attribute>

[18] <Attribute

[19] AttributeId="http://authz-interop.org/xacml/subject/vo"

[ 20 ] DataType="http://www.w3.0rg/2001/XMLSchema#string">

[ 21 ] <AttributeValue>gin.ggf.nl</AttributeValue>

[22] </Attribute>

[23] <Attribute

[24] AttributeId="http://authz-interop.org/xacml/subject/voms-primary-fgan"
[ 25 ] DataType="http://www.w3.0rg/2001/XMLSchema#string">

[ 26 ] <AttributeValue>/gin.ggf.nl/APAC/Role=Researcher</AttributevValue>
[27] </Attribute>

[28] </Subject>

[29] <Resource>

[ 30 ] <Attribute

[ 31 ] AttributeId="urn:oasis:names:tc:xacml:1l.0:resource:resource-id"
[32] DataType="http://www.w3.0rg/2001/XMLSchema#anyURI ">

[33] <AttributeValue>http://authz-interop.org/xacml /resource/resource-

type/se</AttributeValue>
[34] </Attribute>
[35] </Resource>
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<Action>
<Attribute

6]

7]

8 ] AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
9] DataType="http://www.w3.0rg/2001 /XMLSchema#string">

0]

<AttributeValue>http://authz-interop.org/xacml/action/action-

1] </Attribute>
2] </Action>

3 ] <Environment/>
4] </Request>

b) Response message with returned obligations in lines [53-58] to map user identity to returned
UID and GID under which the user task/request will be executed.

[45] <?xml version="1.0" encoding="UTF-8"2>

[ 46 ] <Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns :xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"

[ 47 ] xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
access control-xacml-2.0-context-schema-os.xsd">

[48] <Result ResourceId=" http://authz-interop.org/xacml/resource/resource-type/se">

[4 9 ] <Decision>Permit</Decision>

[50] <Status>

[ 51 ] <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/>
[52] </Status>

[53] <xacml:0Obligations>

[ 54 ] <xacml:Obligation ObligationId="http://authz-interop.org/xacml/obligation/uidgid"
FulfillOn="Permit">

[55] <xacml:AttributeAssignment AttributeId="http://authz-
interop.org/xacml/attribute/posix-uid"
DataType="http: //www.w3.0rg/2001/XMLSchema#integer">2501</xacml: AttributeAssignment>

[56] <xacml:AttributeAssignment AttributeId="http://authz-
interop.org/xacml/attribute/posix-gid"
DataType="http://www.w3.0rg/2001 /XMLSchema#integer">2101</xacml:AttributeAssignment>

[ 57 ] </xacml :Obligation>
[ 58 ] </xacml :Obligations>
[59] </Result>
[ 60 ] </Response>
c) Example policy with obligations in lines [113-118].
Policy Target in lines [71-90] provides conditions by which policy is selected based on
information in the Request message: Subject VO and Resource
Rule Target in lines [95-104] specifies action for which the rule is applied.
Condition expression in lines [106-110] uses bag-function to specify that any of the Subject

attributes with Aittributeld=".../voms-fqan” should match value
“/gin.ggf.nl/APAC/Role=Researcher”

[ ol ] <?xml version="1.0" encoding="UTF-8"?>

[ 62 ] <Policy xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" xmlns:xacml -
context="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns :md="http: //www.medico.com/schemas/record"
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:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
chemalocation="urn:ocasis:names:tc:xacml:2.0:policy:schema:os

] access_control-xacml-2.0-policy-schema-os.xsd" PolicyId="http://authz-
op.org/xacml/example/example822/policy"

ombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
ides™>
]<Description>
Example 822 - Policy: Request: Simple Request-Policy-Response
</Description>
<PolicyDefaults>
<XPathVersion>http://www.w3.0rg/TR/1999/Rec-xpath-19991116</XPathVersion>
</PolicyDefaults>
<Target>
<Subjects>
<Subject>
<SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">
gin.ggf.nl</Attributevalue>

]<SubjectAttributeDesignator
ctCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
buteId="http://authz-interop.org/xacml/subject/vo"

ype="http: //www.w3.0rg/2001 /XMLSchema#string"/>

]

] </subjects>
] <rResources>
] <Resource>
]

<ResourceMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">

<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#URI">http://authz-
op.org/xacml/resource/resource-type/se

] </AttributeValue>

]<ResourceAttributeDesignator
buteId="urn:ocasis:names:tc:xacml:1.0:resource:resource-id"
ype="http://www.w3.0rg/2001/XMLSchema#URI" />

] </ResourceMatch>
] </Resource>
]</Resources>
]</Target>

] <rRule RuleId="http://authz-interop.org/xacml/example /example822/policy/rule0l"
t="Permit">

<Description>
User with role "/gin.ggf.nl/APAC/Role=Researcher" from "gin.ggf.nl" can execute action "http://authz-

interop.org/xacml/action/action-type/access" on the Resource "http://authz-interop.orgkxacml/resource/resource-
type/se" from Target

[93
[9
[95
[96
[97
[9

inter
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] </Description>
4] <Target>
] <Actions>
] <Action>
]<ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal”>

]<AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">http://authz -
op.org/xacml/action/action-type/access</AttributeValue>
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[ 99 ] <ActionAttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#string"/>

[ 100] </ActionMatch>

[101] </Action>

[102] </Actions>

[103] </Target>

[ 104] <Condition>

[ 10 5] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag">
[ 10 6] <AttributevValue

DataType="http://www.w3.0rg/2001/XMLSchema#string">/gin.ggf.nl/APAC/Role=VO-
Admin</AttributeValue>

[ 107 ] <AttributevValue

DataType="http: //www.w3.0rg/2001/XMLSchema#string">/gin.ggf.nl/APAC/Role=Researcher</At
tributevalue>

[108] <SubjectAttributeDesignator AttributeId="http://authz-
interop.org/xacml/subject/voms-primary-fgan"

DataType="http://www.w3.0rg/2001 /XMLSchema#string"/>

[109] </Apply>

[110] </Condition>

[111] </Rule>

[112] <Obligations>

[113] <Obligation ObligationId="http://authz-
interop.org/xacml/obligation/uidgid" FulfillOn="Permit">
[114] <AttributeAssignment AttributeId="http://authz-

interop.org/xacml/attribute/posix-uid"

DataType="http://www.w3.0org/2001 /XMLSchema#integer">2501</AttributeAssignment>
[115] <AttributeAssignment AttributeId="http://authz-
interop.org/xacml/attribute/posix-gid"

DataType="http://www.w3.o0rg/2001 /XMLSchema#integer">2101</AttributeAssignment>

[ 11 6] </Obligation>
[117] </Obligations>
[1 18] </Policy>

8.2. A2 Example of Request/Response and Policy with simple negotiation
between PEP and PDP about supported Obligations

This example demonstrates simple negotiation procedure between PEP and PDP about
supported Obligations. For this purpose the PEP sends a Request message that contains the list
of supported Obligations in the Environment element.

a) Request message that contains information about supporting Obligations in lines [163-178]

[ 11 9] <?xml version="1.0" encoding="UTF-8"?>

[12 O] <Request

[ 12 l] xmlns="urn:oasis:names:tc:xacml:2.0:context :schema:os"

[1 22 ] xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

[ 12 3] xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
[ 124 ] access control-xacml-2.0-context-schema-os.xsd">
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[ 12 5] <!-- Example - Request: Supported Obligations negotiation - List of
supported by PEP Obligations are communicated as the Environment Attribute -->
[ 12 6] <Subject>
[127] <Attribute
[128] AttributeId="http://authz-interop.org/xacml/subject/subject-
x509-1d"
[129] DataType="http://www.w3.0rg/2001/XMLSchema#string">
[130] <AttributeValue>/O=dutchgrid/O=users/O=nikhef/CN=Wim
Huizinga</AttributeValue>
[131] </Attribute>
[ 132 ] <Attribute
[ 133 ] AttributeId="http://authz-interop.org/xacml/subject/subject-
x509-issuer"
[ 134 ] DataType="http://www.w3.0rg/2001/XMLSchema#string">
[135] <AttributeValue>/C=NL/O=NIKHEF /CN=NIKHEF medium-security
certification auth</AttributeValue>
[136] </Attribute>
[137] <Attribute
[ 138 ] AttributeId="http://authz-interop.org/xacml/subject/vo"
[ 13 9] DataType="http://www.w3.0rg/2001/XMLSchema#string">
[ 140 ] <AttributeValue>gin.ggf.nl</AttributeValue>
[141] </Attribute>
[142] <Attribute
[143] AttributeId="http://authz-interop.org/xacml/subject/voms -
primary-fgan"
[ 144 ] DataType="http://www.w3.0rg/2001/XMLSchema#string">
[ 145 ] <AttributeValue>/gin.ggf.nl/APAC/Role=VO-Admin</AttributeValue>
[146] </Attribute>
[147] </Subject>
[148] <Resource>
[149] <Attribute
[ 15 O] AttributeId="urn:oasis:names:tc:xacml:1l.0:resource: resource—id"
[ 151 ] DataType="http://www.w3.0rg/2001 /XMLSchema#anyURI ">
[152] <AttributeValue>http://authz-interop.org/xacml/resource/resource-
type/ce</AttributeValue>
[153] </Attribute>
[154] </Resource>
[155] <Action>
[ 15 6] <Attribute
[ 157 ] AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
[158] DataType="http://www.w3.0rg/2001/XMLSchema#string">
[159] <AttributeValue>http://authz-interop.org/xacml/action/action-
type/execute-now</AttributevValue>
[160] </Attribute>
[161] </Action>
[ 162 ] <Environment>
[163] <Attribute
[164] AttributeId="http://authz-interop.org/xacml /environment /pep-
oblig-supported"
[ 165 ] DataType="http://www.w3.0rg/2001 /XMLSchema#string">
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[ 166] <AttributevValue>"http://authz-
interop.org/xacml/obligation/uidgid</Attributevalue>
[167] </Attribute>
[168] <Attribute
[169] AttributeId="http://authz-interop.org/xacml /environment /pep-
oblig-supported"
[ 170 ] DataType="http://www.w3.0rg/2001 /XMLSchema#string">
[171] <AttributeValue>http://authz-interop.org/xacml /obligation/secondary—
gids</Attributevalue>
[172] </Attribute>
[ 173] <Attribute
[ 174 ] AttributeId="http://authz-interop.org/xacml /environment /pep-
oblig-supported"
[175] DataType="http://www.w3.0rg/2001 /XMLSchema#string">
[176] <AttributeValue>http://authz-
interop.org/xacml/obligation/username</AttributeValue>
[177] </Attribute>
[178] </Environment>
[179] </Request>

b) Response message with returned obligations in lines [188-193] to map user identity to returned
UID and GID under which the user task/request will be executed.

[ 18 O] <?xml version="1.0" encoding="UTF-8"?>

[ 181 ] <Response xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns :xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"

[ 182 ] xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
access_control-xacml-2.0-context-schema-os.xsd">

[183] <Result ResourceId=" http://authz-interop.org/xacml/resource/resource-
type/ce">

[184] <Decision>Permit</Decision>

[185] <Status>

[ 18 6] <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok"/>
[187] </Status>

[188] <xacml:Obligations>

[189] <xacml:Obligation ObligationId="http://authz-
interop.org/xacml/obligation/uidgid" FulfillOn="Permit">

[ 190 ] <xacml:AttributeAssignment AttributeId="http://authz-

interop.org/xacml/attribute/posix-uid"
DataType="http://www.w3.0rg/2001 /XMLSchema#integer">2501</xacml:AttributeAssignment>
[191] <xacml:AttributeAssignment AttributeId="http://authz-

interop.org/xacml/attribute/posix-gid"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">2001</xacml:AttributeAssignment>

[192] </xacml :Obligation>
[193] </xacml :0bligations>
[194] </Result>

[195] </Response>

c) Example policy that checks the list of supported Obligations using matching conditions in the
Policy Target Environment in lines [226-235]. If the pep-oblig-supported attribute in the request
does not contain the username or uidgid obligations, this policy evaluates to “Not applicable”.
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[ 19 6] <?xml version="1.0" encoding="UTF-8"?>

[1 97 ] <Policy xmlns="urn:oasis:names:tc:xacml:2.0:policy:schema:os" xmlns:xacml -
context="urn:oasis:names:tc:xacml:2.0:context:schema:os"

xmlns ::md="http: //www.medico.com/schemas/record"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema -instance"
xsi:schemalLocation="urn:oasis:names:tc:xacml:2.0:policy: schema:os

[ 19 8] access control-xacml-2.0-policy-schema-os.xsd"
PolicyId="http://authz-interop.org/xacml/example/example852/policy"
RuleCombiningAlgId="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-
overrides">

[ 19 9] <Description>

[ 20 O] Example 852 - Policy: Supported obligations negotiation - Sending list
of supported obligations as multiple Environment attributes.

[ 20 l] In a simple case Policy Target must match all supported Obligations
[202] </Description>

[203] <PolicyDefaults>

[ 204 ] <XPathVersion>http://www.w3.0rg/TR/1999/Rec-xpath-19991116</XPathVersion>
[205] </PolicyDefaults>

[206] <Target>

[207] <Subjects>

[208] <Subject>

[ 20 9] <SubjectMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-
equal">

[ 21 O] <AttributeValue DataType="http://www.w3.0rg/2001/XMLSchema#string">

[ 21 l] gin.ggf.nl</Attributevalue>

[ 212 ] <SubjectAttributeDesignator

SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-subject"
AttributeId="http://authz-interop.org/xacml/subject/vo"
DataType="http://www.w3.0rg/2001 /XMLSchema#string"/>

[213] </SubjectMatch>

[214] </Subject>

[215] </Subjects>

[ 21 6] <Resources>

[217] <Resource>

[ 21 8] <ResourceMatch MatchId="urn:ocasis:names:tc:xacml:1.0:function:string-
equal">

[219] <Attributevalue

DataType="http://www.w3.0rg/2001 /XMLSchema#URI">http://authz -
interop.org/xacml/resource/resource-type/ce

[220] </AttributeValue>

[ 221 ] <ResourceAttributeDesignator

AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#URI" />

[222] </ResourceMatch>

[223] </Resource>

[224] </Resources>

[ 225 ] <Environments>

[ 22 6] <Environment>

[ 227 ] <EnvironmentMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-
equal">
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[ 228 ] <AttributeValue

DataType="http://www.w3.0rg/2001 /XMLSchema#string">http://authz-
interop.org/xacml/obligation/uidgid</AttributevValue>

[229] <EnvironmentAttributeDesignator AttributeId="http://authz-
interop.org/xacml/enviromment/pep-oblig-supported"

DataType="http: //www.w3.o0rg/2001 /XMLSchema#string"/>

[ 230 ] </EnvironmentMatch>

[ 23 l] <EnvironmentMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-
equal">

[ 232 ] <AttributeValue

DataType="http: //www.w3.0rg/2001/XMLSchema#string">http://authz-
interop.org/xacml/obligation/username</AttributeValue>

[233] <EnvironmentAttributeDesignator AttributeId="http://authz-
interop.org/xacml/environment/pep-oblig-supported"

DataType="http: //www.w3.0rg/2001/XMLSchema#string"/>

[ 234 ] </EnvironmentMatch>

[235] </Environment>

[236] </Environments>

[237] </Target>

[238] <Rule RuleId="http://authz-

interop.org/xacml/example/example852/policy/rule0l" Effect="Permit">
[239] <Description>

[240] User with role "/gin.ggf.nl/APAC/Role=VO-Admin" from "gin.ggf.nl"
can execute action "http://authz-interop.org/xacml/action/action-type/execute-now" on
the Resource "http://authz-interop.org/xacml/resource/resource-type/ce" from Target

[241] </Description>

[242] <Target>

[243] <Actions>

[244] <Action>

[ 24 5] <ActionMatch MatchId="urn:oasis:names:tc:xacml:1.0:function:string-equal">
[2406] <Attributevalue

DataType="http://www.w3.0rg/2001 /XMLSchema#string">http://authz-
interop.org/xacml/action/action-type/execute-now</AttributeValue>
[ 247 ] <ActionAttributeDesignator
AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#string"/>

[ 24 8] </ActionMatch>

[249] </Action>

[250] </Actions>

[251] </Target>

[252] <Condition>

[ 25 3] <Apply FunctionId="urn:oasis:names:tc:xacml:1.0:function:string-bag">

[254] <Attributevalue
DataType="http: //www.w3.0rg/2001 /XMLSchema#string">/gin.ggf.nl/APAC/Role=VO -
Admin</AttributeValue>

[255] <SubjectAttributeDesignator AttributeId="http://authz-
interop.org/xacml/subject/voms-primary-fgan"
DataType="http: //www.w3.0rg/2001/XMLSchema#string"/>

[256] </Apply>
[257] </Condition>
[258] </Rule>
[259] <Obligations>
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[ 260 ] <Obligation ObligationId="http://authz-
interop.org/xacml/obligation/UIDGID" FulfillOn="Permit">
[261] <AttributeAssignment AttributeId="http://authz-

interop.org/xacml/attribute/posix-uid"
DataType="http://www.w3.0rg/2001 /XMLSchema#integer">2501</AttributeAssignment>

[262] <AttributeAssignment AttributeId="http://authz-
interop.org/xacml/attribute/posix-gid"
DataType="http: //www.w3.0rg/2001/XMLSchema#integer">2001</AttributeAssignment>

[ 2 63] </Obligation>
[264] </Obligations>
[265] </Policy>

8.3. A3 Example of Request/Response and Policy for Pilot Job submitting
to Worker Node

a) Request message that contains information about the Pilot Job submitter in the Environment
element in lines [291-302]

2606 <?xml version="1.0" encoding="UTF-8"?>
g

[ 267 ] <Request xmlns="urn:oasis:names:tc:xacml:2.0:context:schema:os"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="urn:oasis:names:tc:xacml:2.0:context:schema:os

[ 26 8] access control-xacml-2.0-context-schema-os.xsd">

[269] <!-- Example - Request: Requesting decision from WN when submitting
user job from the Pilot Job - (full) information about the PJ submitter Subject is
included in the Environment attribute -->

[270] <Subject>

[271] <Attribute AttributeId="http://authz-

interop.org/xacml/subject/subject-x509-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">

[272] <AttributeValue>/O=dutchgrid/O=users/O=nikhef/CN=Wim
Huizinga</AttributeValue>

[273] </Attribute>

[ 274 ] <Attribute AttributeId="http://authz-interop.org/xacml/subject/vo"
DataType="http: //www.w3.0rg/2001/XMLSchema#string">

[ 275 ] <AttributeValue>gin.ggf.nl</AttributeValue>

[276] </Attribute>

[277] <Attribute AttributeId="http://authz-

interop.org/xacml/subject/voms-primary-fgan"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">

J:A%:Zr?gute\/alue>/gin .ggf .nl/APAC/Role=Researcher</Attributevalue>
[279] </Attribute>

[280] </Subject>

[281] <Resource>

[ 282 ] <Attribute

AttributeId="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#anyURI ">

[283] <AttributeValue>http://authz-
interop.org/xacml/resource/resource-type/wn</AttributevValue>
[284] </Attribute>

[285] </Resource>
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[286] <Action>
[ 287 ] <Attribute

AttributeId="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.0rg/2001 /XMLSchema#string">

[ 288 ] <AttributeValue>http://authz-interop.org/xacml/action/action—
type/execute-now</AttributeValue>

[289] </Attribute>

[290] </Action>

[ 2 91] <Environment>

[ 2 92] <!-- Here Subject attributes of the Pilot Job submitter are
included -->

[293] <Attribute AttributeId="http://authz-

interop.org/xacml/environment/pilot-job/subject-id"
DataType="http: //www.w3.0rg/2001/XMLSchema#string">

[ 294 ] <AttributeValue>/O=dutchgrid/O=users/O=nikhef/CN=Joop van der
Hoek</AttributeValue>

[295] </Attribute>

[296] <Attribute AttributeId="http://authz-

interop.org/xacml/environment/pilot-job/vo"
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[ 297 ] <AttributeValue>gin.ggf.nl</AttributeValue>
[298] </Attribute>
[299] <Attribute AttributeId="http://authz-

interop.org/xacml/environment/voms-primary-fgan"
DataType="http://www.w3.0rg/2001/XMLSchema#string">

[300] <AttributeValue>/gin.ggf.nl/APAC/Role=VO-services-
manager</AttributeValue>

[301] </Attribute>

[ 302] </Environment>

[303] </Request>

b) Response message with returned obligations in lines [318-323] to map user identity to returned
UID and GID under which the user task/request will be executed.

304 <?xml version="1.0" encoding="UTF-8"?>
g

[ 30 5] <Response xmlns="urn:ocasis:names:tc:xacml:2.0:context:schema:os"
xmlns :xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xacml="urn:oasis:names:tc:xacml:2.0:policy:schema:os"

[ 30 6] xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:context:schema:os
access control-xacml-2.0-context-schema-os.xsd">

[ 307 ] <Result ResourcelId="http://authz-interop.org/xacml/resource/resource-
type/ce">

[308] <Decision>Permit</Decision>

[309] <Status>

[ 31 O] <StatusCode Value="urn:oasis:names:tc:xacml:1.0:status:ok" />
[311] </Status>

[312] <xacml:Obligations>

[313] <xacml:Obligation ObligationId="http://authz-
interop.org/xacml/obligation/uidgid" FulfillOn="Permit">

[314] <xacml:AttributeAssignment AttributeId="http://authz-

interop.org/xacml/attribute/posix-uid"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">2501</xacml:AttributeAssignment>
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[ 315 ] <xacml:AttributeAssignment AttributeId="http://authz-
interop.org/xacml/attribute/posix-gid"
DataType="http://www.w3.0rg/2001/XMLSchema#integer">2001</xacml:AttributeAssignment>

[316] </xacml :0Obligation>

[ 317 ] </xacml :Obligations>
[318] </Result>

[319] </Response>

c) Example policy allows matching between pilot request/owner VO and pilot job submitter VO.
- Policy contains two rules: rule0O01 in lines [364-374] that checks user attribute, and
rule002 in lines [375-391] that compares pilot request/owner VO and pilot job submitter
VO
AttributeSelect in the Apply element uses XPath expression in lines [386] to obtain
submitters VO information from the Environment element in the Request

[320] <2xml version="1.0" encoding="UTF-8"?>

[321] <Policy

[322] xmins="urn:oasis:names:tc:xacml:2.0:policy:schema:os"

[323] xmins:xacml-context="urn:oasis:names:tc xacml:2.0:context:schema:os"
[324] xmins:md="http:/Avww .medico.convschemas/record"

[325] xmins:xsi="http:/Avww w 3.0rg/2001/XMLSchema-instance"

[326] xsi:schemalocation="urn:oasis:names:tc:xacml:2.0:policy:schema:os
[327] access_control-xacml-2.0-policy-schema-os xsd"

[328] Policyld="http://authz-interop.org/xacml/example/policy/example832/policy"
[329] Rule CombiningAlgld="urn:oasis:names:tc:xacml:1.0:rule-combining-algorithm:deny-overrides">
[330] <Description>

[331] Example - Policy Pilot job submission at WN: When submitting the User/real job the User VO
must match the Pilot Job submitter VO provided in the Environment ele ment.

[332] </ Description>

[333] <PolicyDefaults>

[334] <XPathVersion>http:/Avww w3.0rg/TR/1999/Rec-xpath-19991116</XPathVersion>
[335] </PolicyDefaults>

[336] <Target>

[337] <subjects>

[338] <Subject>

[339] <SubjectMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

[340] <AttributeValue DataType="http:/Avww w3.0rg/2001/XMLSchema#string">gin.ggf.nl</AttributeValue>
[341] <SubjectAttributeDesignator SubjectCategory="urn:oasis:names:tc:xacml:1.0:subject-category:access-
subject"

[342] Attributeld="http://authz-interop.org/xacml/subject/vo"
DataType="http://www w 3.0rg/2001/XMLSchema#string"/>

[343] </SubjectMatch>
[344]  </subject>
[345] </subjects>
[346] <Resources>
[347]  <Resource>

[348] <ResourceMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">
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[349] <AttributeValue DataType="http:/Avww w3.0rg/2001/XMLSchema#string">http://authz -
interop.org/xacml/resource/resource-typeivn

[350] </AttributeValue>

[35 l] <ResourceAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:resource:resource-id"
DataType="http://www w 3.0rg/2001/XMLSchema#URI"/>

[352] </ResourceMatch>
[353] </Resource>
[354] </Resources>
[355] <Actions>

[356] <Action>

[357] <ActionMatch Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

[358] <AttributeValue DataType="http://www w3.0rg/2001/XMLSchema#string">http://authz -
interop.org/xacml/action/action-ty pe/execute-now </AttributeVValue>

[359] <ActionAttributeDesignator Attributeld="urn:oasis:names:tc:xacml:1.0:action:action-id"
DataType="http://www w 3.0rg/2001/XMLSchema#string"/>

[360] </ActionMatch>

[361] </Action>

[362]  </Actions>

[363] <[Target>

[364] <Rule Ruleld="http://authz-interop.org/xacml/example/policy/example832/rule001" Effect="Permit">
[365] <Description>

[366] Rule001: User with role "/gin.ggf.nl/APAC/Role=Researcher" from "gin.ggf.nl" can execute action
"http://authz-interop.orgikacmli/action/action-type/execute-now" on the Resource under condition of Rule002 [373]
</Description>

[367]  <Target>
[368]  <condition>
[369] <Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

[370] <AttributeValue
DataType="http://www w 3.0rg/2001/XMLSchema#string">/gin.ggf.n/APAC/Role=Researcher</AttributeV alue>

[371] <SubjectAttributeDesignator Attributeld="http://authz-interop.org/xacml/subject/voms-primary-fgan"
DataType="http://www w 3.0rg/2001/XMLSchema#string"/>

[372] </Apply>

[373] </Condition>

[374] <Rrule>

[375] <Rule Ruleld="http://authz-interop.org/xacml/example/policy/example832/rule002" Effect="Permit">
[376] <Description>

[377] Rule002: Additional conditionthat the User "subject/vo" matches Pilot Job submitter "environment/vo".
[378] </Description>

[379] <Target>

[380]  <condition>

[381] <Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-equal">

[382] <Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-bag">

[383] <SubjectAttributeDesignator Attributeld="http://authz-interop.org/xacml/subject/vo"
DataType="http://www w3.0rg/2001/XMLSchema#string"/> [391] </Apply>

[384] <Apply Functionld="urn:oasis:names:tc:xacml:1.0:function:string-bag">

[385] <AttributeSelector DataType="http://www w 3.0rg/2001/XMLSchema#string"

[386] RequestContextPath="./xacml-context:Environment/xacml-context:Attribute( @Attributeld,

‘http://authz-interop.org/xacml/environment/pilot-job/vo')/xacml-context:AttributeValue/text()"
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[387] >
[388] </Apply>

[389] </Apply>

[390]  <condition>

[391] <Rule>

[392] <onligations>

[393] <Obligation Obligationld="http://authz-interop.org/xacml/obligation/uidgid" FulfilOn=""Permit">

[394] <AttributeAssignment Attributeld="http://authz-interop.org/xacml/attribute/posix-uid"
DataType="http://www w 3.0rg/2001/XMLSchema#integer">2501</AttributeAssignment>
[395] <AttributeAssignment Attributeld="http://authz-interop.org/xacml/attribute/posix-gid"

DataType="http://www w 3.0rg/2001/XMLSchema#integer">2101</AttributeAssignment>
[396] </Obligation>

[397] </Obligations>

[398] </Policy>

9. Appendix B: List of Attribute and Obligation IDs introduced by this
profile

9.1. Subject Context

http://authz-interop.org/xacml/subject/subject-x509-id
http://authz-interop.org/xacml/subject/subject-condor-canonical-name-id
http://authz-interop.org/xacml/subject/subject-x509-issuer
http://authz-interop.org/xacml/subject/vo
http://authz-interop.org/xacml/subject/voms-signing-s ubject
http://authz-interop.org/xacml/subject/voms-signing-issuer
http://authz-interop.org/xacml/subject/voms-fqgan
http://authz-interop.org/xacml/subject/voms-primary-fqan
http://authz-interop.org/xacml/subject/certificate-serial-number
http://authz-interop.org/xacml/subject/validity-not-before
http://authz-interop.org/xacml/subject/validity-not -after

9.2. Optional Subject Context:

http://authz-interop.org/xacml/subject/ca-serial-number
http://authz-interop.org/xacml/subject/voms-dns-port
http://authz-interop.org/xacml/subject/ca-policy-oid
http://authz-interop.org/xacml/subject/cert-chain

9.3. Action Context

Enumeration of possible values for urn:oasis:names:tc:xacml:1.0:action:action-id :
http://authz-interop.org/xacml/action/action-type/queue
http://authz-interop.org/xacml/action/action-type/e xecute-now
http://authz-interop.org/xacml/action/action-type/access
http://authz-interop.org/xacml/action/rsl-string

9.4. Resource Context

Enumeration of possible values for urn:oasis:names:tc:xacml:1.0:resource:resource -id :
http://authz-interop.org/xacml/resource/resource-type/ce
http://authz-interop.org/xacml/resource/resource-type/se
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http://authz-interop.org/xacml/resource/resource-type/wn
http://authz-interop.org/xacml/resource/dns-host-name
http://authz-interop.org/xacml/resource/resource-x509-id
http://authz-interop.org/xacml/resource/resource-x509-issuer

9.5. Environment Context

http://authz-interop.org/xacml/environment/pep-oblig-supported
http://authz-interop.org/xacml/environment/pilot-job/subject-x509-id
http://authz-interop.org/xacml/environment/pilot-job/subject-condor-canonical-name-id
http://authz-interop.org/xacml/environment/pilot-ob/subject-x5609-issuer
http://authz-interop.org/xacml/environment/pilot-job/vo
http://authz-interop.org/xacml/environment/pilot-job/voms-signing-subject
http://authz-interop.org/xacml/environment/pilot-job/voms-signing-issuer
http://authz-interop.org/xacml/environment/pilot-job/voms-fqan
http://authz-interop.org/xacml/environment/pilot-job/voms-primary-fqan

9.6. Obligation Context and Attributes

http://authz-interop.org/xacml/obligation/uidgid
http://authz-interop.org/xacml/attrib ute/posix-uid
http://authz-interop.org/xacml/attribute/posix-uid

http://authz-interop.org/xacmi/obligation/secondary-gids
http://authz-interop.org/xacml/attrib ute/posix-gid

http://authz-interop.org/xacml/obligation/username
http://authz-interop.org/xacml/attribute/username

http://authz-interop.org/xacml/obligation/root-and-home-paths
http://authz-interop.org/xacml/attrib ute/rootpath
http://authz-interop.org/xacml/attribute/homepath

http://authz-interop.org/xacml/obligation/storage-access-priority
http://authz-interop.org/xacml/attrib ute/storage-priority

http://authz-interop.org/xacml/obligation/access-permissions
http://authz-interop.org/xacml/attrib ute/access-permissions

10. Document Change Log

V1.2i: Integrated several rounds of feedback feedback from OGF reviewers

v1.2b: Reformatting following the O GF template. Added Security considerations. March 9, 2012

v1.2:  Added attributes for credential validity time; made certificate-serial-number non-optional;
updated author list. Aug 5, 2011

v1.1:  Fixed minor namespace inconsistencies in v1.0. Oct 09, 2008

v1.0:  First release of the standard. May 16, 2008
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